Technical Surveillance
Countermeasures (TSCM)

r

Excel Security Solutions carries out Technical
Surveillance Countermeasures (TSCM) in Switzerland
and around the world. We work in partnership with a
_ trusted, established TSCM provider based in Switzerland
to offer our clients the best solution to detect invasion
and protect their organization and themselves from a
breach of security to their privacy and proprietary data.

| Our services are designed to provide the highest-level

‘\_ | : counter-eavesdropping protection to public, corporate
k‘ - and private clients. Our services include detecting the

| ' presence of existing security breaches, taking corrective

0 ction to neutralize them and making recommendations

E  to avoid future security breaches. Our clients trust our

. confidential approach to this sensitive issue.

“All good security solutions starts with
an uncomfortable conversation."



What You Need to Know

Technical Surveillance Countermeasure (TSCM) is often referred
to as a “bug” sweep. The aim of a TSCM program is to mitigate
against threats associated with illegally and unethically
obtaining confidential information about an organisation or
private individual with the intention of using that information
against them for profit or malicious intentions.

There are several types of electronic eavesdropping devices or
bugs; we will search for the following devices:

Wire and microphone taps

Micro wireless video devices

Carrier current devices

Laser and infrared eavesdropping devices
Telephone taps




Our approach

Excel Security Solutions utilises a specific methodology when conducting a
TSCM mission. This enables the team to identify, select, process, and analyse
information of any threats to you or your organisation.

Pre-Sweep - We will conduct a discrete, detailed survey of your facility to
provide a professional evaluation of your specific security concerns. We will also
identify technical security and human weaknesses that may allow illegal
penetration of your facility.

Actual Sweep - Our team will perform a detailed comprehensive physical,
visual and electronic inspection to try and determine if there are any electronic
eavesdropping devices and where they are located. The electronic inspection is
carried out with a variety of sophisticated equipment to identify and locate hostile
signals and other tell-tale signs of eavesdropping equipment.

Follow Up Support - We provide a detailed verbal or written report of our
findings and make recommendations to mitigate future incidents. We can offer
continuous follow-up support to make sure your technical security remains
secure. We can also look at your entire security setup to identify other
weaknesses and vulnerabilities that may exist.




We take our client’s privacy as one
of the highest priorities. We will ensure that your information will always
remain confidential.

We work with some of the

most knowledgeable and experienced technicians, who have performed
hundreds of sweeps on a wide range of facilities for clients in Switzerland
and worldwide.

We utilize a wide selection of the latest high-tech TSCM
equipment available on the open market. Our technician’s expertise, their
experience and the equipment are the main reason why we consistently
provide our clients with the highest level of service.

e REI Oscor Green TSCM Receiver 0 - 24 GHz. Radio Spectrum Analyser
e TALAN Telephone & Cable Analyser with VOIP Analysis

e New Orion HX 2.4GHz Non-Linear Junction Detector

o Full WI-FI Analysis Equipment

e FLIR Thermal Image Equipment

Contact us

Excel Security Solutions AG
Lauenenstrasse 18

3780 Gstaad

Switzerland

Postal address:
P.O. Box 166,
3780 Gstaad
Switzerland

info@excelsecuritysolutions.ch
+41 33 748 31 01
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